Methods and tools for the static and dynamic verification and validation of software systems are common place in the field of software engineering. In the field of expert systems, where it is more difficult to ensure that a system meets the specifications and expectations than in traditional software engineering, such tools are generally not available. In this paper, the need for more support of the development process by method and tools is illustrated by the approach taken in building the HEPAR system, a rule-based expert system that can be used as a supportive tool in the diagnosis of disorders of the liver and biliary tract. At a certain stage in the development of this system an incremental development methodology has been adopted, in which implementation of parts of the expert system was followed by dynamic validation. For this purpose, a collection of software tools were implemented as extensions to a rule-based expert-system shell. These tools provide valuable information about the effects of modification of the HEPAR knowledge base, and indicate places in the knowledge base for refinement. It is believed that similar software tools may prove helpful in the development of other expert systems as well.
Introduction
In the field of software engineering it is generally recognized that the implementation of large software systems must be supported by methods and tools for their verification and validation [19] . Often a distinction is made between static and dynamic approaches to verification and validation. Typical examples of static methods are program code inspection and methods for proving program correctness. The application of static methods does not require the program to be executed. In contrast, dynamic verification and validation methods involve execution of the program and examining its output when it is presented with certain input. As has been pointed out repeatedly by many researchers, dynamic methods can be used only to demonstrate the presence of errors in a program, and never to demonstrate their absence.
Despite this fundamental limitation, software engineers consider dynamic methods indispensible aids in the software-development process, and supporting software tools are invariably included in programming environments. It is therefore ironical that in the development of expert systems, where it is much more difficult to ensure that the system meets its specifications and expectations than in software engineering, tools that aid in the dynamic verification and validation of the system are not generally available.
In this paper we discuss several static and dynamic methods, including some software tools, which were applied during the development of the HEPAR system, a rule-based expert system in the field of hepatology that offers support in the diagnosis of disorders of the liver and biliary tract. For a description of this system and of two successive studies of its performance, the reader is referred to [10, 11, 12] . Taking the development of the HEPAR system as a real-life example, we describe where in the development process the need for static and dynamic verification and validation methods and tools arose. This experience provides further evidence that in the development process of expert systems more support by methods and tools tailored to verification and validation is needed than is presently offered.
The structure of the paper is as follows. In Section 2, we review the design and implementation of the HEPAR system and analyse the problems encountered in the design stage. Several static verification and validation methods were employed at this stage of the project. In Section 3, the subject of knowledge-base refinement is related to expert-system validation using dynamic techniques. In Section 4, we describe some simple software tools which were used for the purpose of dynamic validation during the refinement of the HEPAR system.
Development of the HEPAR system 2.1 Knowledge acquisition and design
It is now well-recognized that the acquisition of domain knowledge in the process of building an expert system is a difficult task [6] . In recent years, many methodologies have therefore been proposed, providing systematic methods to be followed in building an expert system. Examples of such methodologies are KADS [3] and KEATS [15, 16] . Some of these methodologies include a set of software tools which help the knowledge engineer in building a specific application, mainly by assisting in the analysis of the problem domain. Some assistance by software tools may be provided in the design of the expert system as well. Examples of such tools are Shelley [2] and Acquist [15, 16] . Most methodologies place considerable emphasis on the process of gathering domain knowledge to be incorporated into the expert system, and on the development of conceptual models of the domain, being the result of the analysis of the knowledge collected.
Although the HEPAR system was actually designed long before such methodologies came into play, the development of the system was initially carried out in a structured way, mainly following the top-down design methodology from software engineering. The knowledge concerning diagnosis in liver and biliary disease incorporated into the HEPAR system was derived from the experience of a specialist in internal medicine and hepatology and from the medical literature. The analysis of the problem of diagnosis of disorders of the liver and biliary tract indicated that the following aspect were important in this domain:
• Expert hepatologists follow a clear and unambiguous strategy in diagnosis. The early classification of a patient's disorder into rather general categories, such as whether or not the disorder is biliary-obstructive in nature, is used for the selection of supplementary tests to reduce the number of alternative diagnoses to be considered.
• Early in the diagnostic process only a limited amount of patient data is available, mainly obtained from medical history and physical examination. Still, a hepatologist is often capable of coming up with a working diagnosis of the patient's disorder.
In the design of the HEPAR system, the strategy followed by the hepatologist has been taken as the point of departure for problem decomposition of the diagnostic process, by distinguishing several subtasks [11] . The requirement that the ultimate system ought to be able to assist the clinician in the initial assessment of the patient, in whom only a limited amount of data is available, as well as in the assessment of the patient in whom more specific test results are known, proved to be extremely difficult. In general, to explicitly deal with data not available in the patient would yield an exponential number of combinations of conditions on known and unknown patient findings to be taken into account. Although the hepatologist involved in the project was able to reduce the number of useful combinations considerably, we felt quite uncertain with respect to the suitability of this knowledge for classifying actual patient cases.
Note that current knowledge-acquisition methodologies do not offer much help in solving this problem. In most popular methodologies, the design process is essentially viewed as the process of abstraction from reality. Our problem was that we required some form of experimental feedback in refining the expert system to accommodate to reality. Likewise, only limited attention has been given to tools that provide information about the diagnostic quality of the advice produced by the expert system.
Implementation and experimental feedback
Implementation of the HEPAR system was carried out using the EMYCIN-like expert-system shell DELFI-2 [9] . The advice produced by the system is in the form of a collection of conclusions:
1. Whether the patient has a hepatocellular of biliary-obstructive disorder.
2. Whether the features found in the patient indicate benign or malignant disease.
3. A differential diagnosis consisting of a collection of specific disorders, selected out of a set of about 80 disorders, each explaining some of the findings observed in the patient.
In HEPAR, the first two conclusions are intermediate and the last is a final conclusion. After completing a considerable portion of the knowledge base, it was decided to carry out some experiments with the system using data from real patients to investigate whether the system was able to meet our expectations. It appeared that the system was unable to come up with an acceptable advice in many cases. An analysis of the results of this initial experiment yielded the following reasons for the disappointing performance:
• Many rules were formulated too rigorously, such that these rules almost never applied in a patient with the given disease.
• Many rules were defined without explicitly mentioning the medical context in which they should hold. These rules frequently succeeded in patients for whom they had not been designed.
if same(patient,complaint,abdominal pain) and ⇒notsame(patient,complaint,fever) and same(patient,signs,hepatomegaly) and same(pain,character,continuous) and same(ultrasound liver,parenchyma,multiple cysts) and same(patient,nature-disorder,benign) then conclude(patient,diagnosis,polycystic disease) with CF = 1.00 fi 
if
(same(complab,duration,chronic) or same(patient,type-disorder,biliary obstructive)) and same(patient,sex,female) ⇒ same(patient,sex,male) and same(serol,mitochondrial Ab,yes) then conclude(patient,diagnosis,primary biliary cirrhosis) with CF = 0.80 ⇒ with CF = 0.60 fi These problems may actually be taken as an indication of the knowledge clinicians draw upon in medical practice. Firstly, the knowledge of the clinician is partly based on the descriptions given in medical textbooks, in which there is little place for the description of atypical disease patterns, and partly on experience in the management of specific disorders. Rules which have been formulated too rigorously tend to describe the typical picture of the disease, and may assume the availability of an unrealistic amount of data for the patient. Secondly, the clinician has considerable experience with disorders frequently observed in clinical practice. However, these disorders carry a clinical context which the clinician may not be able to make explicit. Formalizing such knowledge may yield rules with a wider application than intended.
As an example, consider the production rule depicted in Figure 1 . In this HEPAR rule we use the object-attribute-value representation and certainty factors as employed in the DELFI-2 system [9, 13] . This rule was originally formulated without the second condition (indicated by the right arrow); for the modified rule to be applicable, fever must be absent in the patient. So, in its original form it is an example of a too weakly formulated production rule. This missing condition caused the original rule to interact with Caroli's disease, infected liver cysts and cystic liver metastases.
The production rule shown in Figure 2 is an example of a too rigorously formulated rule, since in the form left from the right arrows, the rule is only applicable for female patients. Typically, a patient having primary biliary cirrhosis is a female, but the disorder is not limited to the female sex. A new production rule was therefore added to the knowledge base in which the expressions specified right from the arrow replaced the expressions left from the arrow.
As said above, clinicians often have to base their early decisions on incomplete clinical evidence; likewise, expert systems must be able to deal with incomplete evidence as well. In designing and implementing the HEPAR system we have tried to explicitly handle incomplete patient data in the following two ways:
1. By distinguishing several different conceptual levels in the diagnostic problem-solving process;
2. By explicitly incorporating knowledge about unknown diagnostic test results for a patient into the knowledge base.
To deal with the first source of incompleteness of information in the HEPAR system, rules were drafted covering only the symptoms and signs of a disorder obtained early in the diagnostic process, whereas other rules were drafted only covering the results of supplementary tests obtained later in the diagnostic process. In this way a more or less layered structure of the knowledge base was obtained. The second source of incompleteness was dealt with by inspecting rules for conditions on data not always available in the patient. Some of these rules were used as a basis for new rules containing conditions concerning unknown data. Mainly static verification and validation methods were employed at this stage; the early experiments were only carried out to validate our design rationale.
3 Knowledge base refinement and validation
Refinement parameters
The process of refining an expert system may be viewed as the iterative process of validating, extending and adapting its knowledge base. Here, we are concerned with dynamic validation. Since the extension and adaptation are based on the results of the validation, it is clearly important to decide on the parameters used for validating an expert system. The point of departure for expert system validation is to consider a medical diagnostic expert system as a computer program that tries to construct a model of a given patient which it compares with prestored descriptions of disease patterns in its knowledge base. Under ideal circumstances, validation of a diagnostic expert system should therefore not only pertain to the advice produced by the expert system, but also to the assumptions made by the reasoning process on which the conclusions are based. It is, for instance, important to know whether it is possible for an expert system to arrive at conclusions which are correct, but based on incorrect assumptions. So, the conclusions of a medical diagnostic expert system should not be interpreted as unique answers, but as judgements of the patient's status [8] . As a consequence, not unique answers but judgements should be validated. This view of validation is also able to cope with situations in which the expert system's conclusions are incorrect, but nevertheless acceptable in the light of the data available. This approach to validation is particularly valuable when applied in refining an expert system; it is less appropriate in the final validation of an expert system [7] .
Refinement by dynamic validation
For the purpose of the refinement of the HEPAR knowledge base, we have investigated several approaches to system validation. A diagnostic expert system like HEPAR may be validated against:
1. Patient cases with known clinical diagnosis;
2. The conclusions of some other, but similar decision support system; 3. The judgement of human experts in the field.
In all three cases, there is a need for a test, or a combination of tests, that may be taken as a 'gold standard' for the comparison, although this is not as crucial as in the final validation of an expert system, because inspection of the knowledge base may provide additional information. Examples of tests that are suitable as a gold standard in the diagnosis of disorders of the liver and biliary tract are the histological examination of liver biopsies, ERCP and surgical exploration. There is not a single test available in hepatology that may be employed as a gold standard in the entire domain, because diagnosis of hepatocellular disorders differs considerably from diagnosis of biliary obstruction.
Initially in the refinement, we have used part of the data from more than 1000 patients obtained from the Danish COMIK group as a source for comparison. Originally, these data have been used in the development of the Copenhagen Pocket Chart, a paper chart based on the statistical technique of logistic regression, which may assist the clinician in the early assessment of a patient with jaundice [14] . Unfortunately, this database was of limited value because only 23 disease categories were distinguished in this database, whereas in HEPAR more than 80 disorders of the liver and biliary tract are distinguished, and not all data required for HEPAR to derive final conclusions were included in the database. Therefore, the database was mainly useful for getting insight into the extent to which HEPAR was capable of dealing with incomplete patient data. During the further development of the system, a database with patient data from the Leiden University Hospital was put together, which was applied as the main device for the refinement of the knowledge base.
Comparison of an expert system with some similar decision-support system is seldom straightforward, because of differences in required input and produced output among the systems. For the refinement of the HEPAR system, we have included production rules that map diagnostic conclusions of HEPAR to the possible diagnostic conclusions of the Copenhagen Pocket Chart. The results produced by the Copenhagen Pocker Chart could thus be used as a simple means for rapidly finding patient case which deserved further study with regard to the conclusions produced by HEPAR.
The hepatologist involved in the project has studied the reasoning process of HEPAR for a considerable number of patients. Validation of the reasoning process of HEPAR turned out to be very time-consuming, and as a consequence we have not been able to involve other hepatologists. However, on a limited scale we have profited from discussion with other hepatologists in examing the results produced by HEPAR.
Taking the conclusions concerning the final diagnosis produced by the HEPAR system as a point of departure for refining the system was difficult, because the system's advice consists of more than one conclusion. This problem is known as the multiple response problem [18] . Consider for example the situation that the expert system did produce the correct answer with highest ranking, as well as a conclusion with lower ranking which is however totally unacceptable to the clinician. Restricting the validation only to the single conclusion with the highest ranking will give a distorted account of the actual performance of the system. These problems cannot be solved by only collecting information concerning the number of conclusions generated by the system and the ranking of the clinical diagnosis. Furthermore, consider the situation in which the conclusion with highest ranking is incorrect, but where the differential diagnosis as a whole is acceptable to the clinician. Taking only the conclusion with highest ranking into account will then give an inadequate impression of the system's capabilities. However, due to the layered approach to diagnostic problem solving modelled in HEPAR, it is not only possible to compare specific disorders as a diagnosis with the clinical diagnosis confirmed in the patient, but also to check whether the patient's disorder has been classified into the right diagnostic category (e.g. hepatocellular disorder). This layered approach makes it less likely that the differential diagnosis produced by the system is as a whole unacceptable to the clinician.
Most of the information obtained by the dynamic validation of the HEPAR knowledge base was automatically compiled by a collection of simple software tools which are discussed in the next section. Without the availability of these tools, dynamic validation would have been too time-consuming for being practically feasible.
Tools for knowledge base refinement 4.1 Testing tools in software engineering
Some of the software tools that have been developed for the dynamic validation of the HEPAR system, and applied in the refinement and the performance studies of the system, have been inspired by software tools commonly available in programming environments.
Test-data generators, programs that systematically produce test data to be used as input to the program to be tested, are one type of program that may be useful in the dynamic validation of expert systems. However, for realistic testing, data from real-life cases are often indispensible.
Another tool is the dynamic analyser, also known as the execution flow summarizer. A dynamic analyser adds instrumentation statements to a computer program in order to collect information on how many times a statement is executed. A display part of the dynamic analyser prints a summarizing execution report [19] . A tool with similar usage as the dynamic analyser is the call-graph profiler [5] .
A tool for performance measurement
The environment of software tools developed for the dynamic validation of HEPAR consists of a non-interactive batch version of the expert-system shell DELFI-2 which is able to use a database of patient cases as its input. This system produces a report containing the results for each individual patient. The report together with a file containing information about the final clinical diagnoses and the two intermediate conclusions concerning the patient is then processed by a program which produces a table summarizing the results. Figure 3 shows the overall structure of the validation environment. The tools collect information with regard to the number of correct, incorrect and unclassified patient cases concerning:
1. the type of hepatobiliary disease (hepatocellular or biliary-obstructive); 2. the nature of the disorder (benign or malignant);
3. the final diagnosis.
With regard to the final diagnosis, the system computes the average number of conclusions, whether the clinical diagnosis occurs as the conclusion ranked first, or among the list of alternatives generated. An example of such a table, produced after refinement of the HEPAR system using the software tools and a database with data from 82 patients from Leiden University Hospital, is reproduced in Table 1 , which shows the results for the patients after refinement. The reader should note that the system does not reach 100% correctness, for reasons discussed in Section 3.1.
To obtain some insight into the capabilities of the system in handling incomplete data, the batch version of the expert-system shell can select part of the patient data from the database. For example, the system is capable of selecting only data obtained from history and physical examination. An example of a table in which the results for incomplete data are produced using this environment is shown in Table 2 . As can be seen in Table 2 , the number of correct final diagnoses decreased considerably when the patient data entered into the system were more incomplete. However, the percentage of incorrectly classified cases did not increase A: All available data presented to system. B: Only data concerning symptoms, signs, haematology and bloodchemistry (no data from ultrasound or serology presented). C: Only data from medical interview and physical examination.
significantly, only the percentage of unclassified cases did. Tables such as presented here were used by the hepatologist as an indication of the effects of changes to the knowledge base. An accompanying textual report provided information for each individual patient, and gave also information about the rules applied in deriving the final conclusions. This information served as a point of departure for a more in-depth study of the reasoning behaviour of the system.
Dynamic analysis of the HEPAR knowledge base
In the previous section, we have discussed how the study of the results of the HEPAR system for individual patient cases, has been employed for refining the diagnostic quality of HEPAR. A second source of information that has been used for the refinement of the system, was the contents of the HEPAR knowledge base itself, by studying the overall behaviour of the system when provided with a complete database with patient data. These tools bear some resemblance with a dynamic analyser as described in Section 4.1. In order to obtain information concerning the frequency of rule application over a given database of patient cases, the testing environment discussed in Section 4.2 includes a collection of tools which uses the report produced by the batch version of the expert system for a database of patient cases. The following results are produced by these programs:
• An enumeration of all production rules used, with for each rule information about how often it has been used for a given database;
• An overview of the frequency distribution of the rule application, both in textual and in graphical form. Figure 4 which was automatically produced by the environment, contains the results after refinement of the HEPAR knowledge base for the 82 patient cases from Leiden University Hospital. Most production rules (72 of about 500 rules contained in HEPAR) were applied only once. The accompanying textual form, which is reproduced in Figure 5 , shows that from the rules that were applied several times, those with highest frequency were applied to conclude about the intermediate hypotheses. Only few, one to three, production rules were applied several times to reach a final conclusion. Because we have tried to obtain a rulebase in which at most a few rules will succeed for a given case, the report does not provide results concerning failed rules. The reports were studied by the hepatologist involved in the project as another source for the refinement of HEPAR.
Discussion
Recent knowledge-engineering methodologies place considerable emphasis on the development of conceptual models. A suitable conceptual model may be of real help in designing and implementing an expert system, as was also observed in the development of the HEPAR system, where a diagnostic problem-solving strategy was used as the basis for problem decomposition and structuring of the knowledge base. However, in many fields of medicine, the development of an expert system is only possible with sufficient experimental feedback, for which software tools are required. Some other software tools supporting the building of rule-based expert systems have been developed in the past. Teiresias was an experimental tool that assisted in the refinement of rule-based expert systems by interacting with the user in the analysis of the conclusions concerning single cases, applying meta-knowledge about the rulebase [4] . Although such an analysis is certainly useful, an approach as embodied by Teiresias does not give information about how well the system performs over a database of cases. Seek is a system that automatically suggests generalizations and specialization of production rules, based on the analysis of the success and failure of rules on processing case data [17] . This system is more in the line of our approach. The broadness of the domain of hepatology, and the amount of patient data incorporated in the HEPAR system, suggest that automatic techniques as provided by Seek are as yet not powerful enough to be applied for refining a system like HEPAR. The parameters used as a point of departure for the refinement of the HEPAR knowledge base are only a few of the many that are possible. Another elegant example of knowledge-base refinement has been proposed by Adlassnig and Scheithauer in the context of the CADIAG-2/PANCREAS system [1] . They have used ROC curves for the optimal adjustment of the internal classification threshold in this expert system. The technique is, however, not applicable in the HEPAR system, because here failure of classification is the result of logical falsification, and not of the failure of reaching an internal threshold. Most current expert-system shells and expert-system builder tools do not offer facilities supporting the refinement of an expert system by dynamic validation. In the development of the HEPAR system, we have therefore developed a collection of simple software tools that provide useful information for the refinement of the system. These tools have also been used in two successive final validation studies of HEPAR [10, 12] . Although there are many ways in which these tools can be improved, these validation studies would not have been possible without the assistance of these tools. In our opinion, future software tools for building expert systems should offer a wider range of facilities for the detailed analysis, verification and validation of an expert system than is currently provided.
